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Use this guide for the enrollment of consultant owned iPads into Intune. This will allow access to
applications behind the Caltrans firewall to perform contract administration. Please ensure that only
one mobile device per consultant is enrolled. It’s critical that all steps are followed correctly. Be sure
that consultants are issued a P Number before starting iPad enrollment into Intune. Guidance has been
provided in this document on how to request a P Number.
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Enroliment Quick Guide Step Reference

Below is a list of the steps that will be necessary to enroll a consultant owned device in Intune to access
Caltrans applications. Each step below has additional guidance within the document to help you
navigate through the enrollment process. Clicking on any of the steps below will take you to that part of
this document for more detailed step-by-step information on the process.

Step 1 (Caltrans Senior): Ensure that the consultant has already obtained a P Number. An active P
number will be required before enrollment in Intune can begin. To request a new P Number please
refer to section, “Creating New Partner Account ADM-2025P and ADM-3028 and ADM-3011". If they
already have a P number, please ensure that it’s active and not expired since it expires in 1 year. If P
number is expired and needs to be renewed, please refer to section, “Annual Renewal of Partner
Account”.

Step 2 (Caltrans Senior): Submit a SNOW Ticket requesting the consultant (include P number) be added
to the Intune “IntuneMDM-ConsultantDeviceDOC” group. Be sure to also request additional district
“groups” if there are specific applications that download on those devices. For example, District 4 has
an MCIN application available. You can also request multiple consultants on the same SNOW ticket, if
necessary. Please refer to Section, “SNOW Ticket Procedure to add Consultant to Intune Group”.

Step 3 (Caltrans IT): Add the consultant to the Intune specific “IntuneMDM-ConsultantDeviceDOC”
group along with other requested district specific profile groups upon receipt of the SNOW Ticket.

Step 4 (Caltrans Senior): Notify consultants that they can proceed with enrollment in Intune with their
company owned devices once the snow ticket has been fulfilled.

Step 5 (Consultant): Proceed with device enroliment in Intune by following the directions in the
preceding sections of this document. Please refer to section, “Procedure to Enroll Consultant owned
iPhone or iPad into Caltrans Network”.
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Step 1: Assigning or Updating P Numbers to Students or

Consultants

Creating New Partner Account ADM-2025P and ADM-3028 and ADM-3011

1.

Work with partner to fill out ADM-2025P, "Partner Photo ID Badge Building Access Control Card
Request," and provide a photo of their driver’s license or passport and a headshot with a solid
background wearing no hats or glasses (religious or cultural head dressers are ok).

When ADM-2025P is filled out route for appropriate signatures in Adobe Sign.

Send the ADM-2025P to hg.security.operations@dot.ca.gov or the Local District Office Management
to have the P number assigned and Partner ID issued

When new P number is issued, work with partner to fill out forms ADM-3028, “Non- Employee
Network Account Request,” to set up their network access.

a. If the partner employee will not be provided a state mobile device they will also need to fill out
ADM-3011, “Employee Email Multi-Factor Authentication Agreement,” to get approval to have
MFA-Authenticator installed on a personal phone.

When ADM-3028 and ADM-3011 are filled out, route them for appropriate signatures in Adobe
Sign.
When all forms are signed, submit a SNOW Ticket to set up their user accounts.

a. Inthe SNOW service portal select > Request for Service > Account Services > Create or
Update Account > Then fill in the appropriate fields for the network access being
established.

(1) Forms ADM-2025P, ADM-3028, and ADM-3011 will need to be attached to this SNOW
ticket.
Once SNOW ticket is submitted the process will shift to working with the partners and IT to ensure
appropriate access is granted.

Annual Renewal of Parther Account

1.

w

Work with partner to fill out ADM-2025P, "Partner Photo ID Badge Building Access Control Card
Request," for account renewal.

When ADM-2025P is filled out route for appropriate signatures in Adobe Sign.

Send the ADM-2025P to hqg.security.operations@dot.ca.gov to have the P number renewed.

When HQ Security Operations replies with P number renewal confirmation, work with partner to
complete ADM-3028, “Non-Employee Network Account Request,” to renew their network access.

a. If the partner employee will not be provided a state mobile device they will also need to fill out
ADM-3011, “Employee Email Multi-Factor Authentication Agreement,” to renew access to
MFA-Authenticator on their personal phone.

When ADM-3028 and ADM-3011 are filled out, route them for appropriate signatures in Adobe
Sign.
When all forms are signed submit a SNOW Ticket to set up their user accounts.

a. Inthe SNOW service portal select > Request for Service > Account Services > Create or
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Update Account > Then fill in the appropriate fields for the network access being
established.
(1) Forms ADM-2025P, ADM-3028, and ADM-3011 will need to be attached to this SNOW
ticket.
7. Once SNOW ticket is submitted the process will shift to working with the partners and IT to ensure
appropriate access is granted
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Step 2: SNOW Ticket Procedure to add Consultant to Intune
Group

Before you begin the process:
1. Please ensure that the consultant that you will be requesting Intfune access for has an active P

number.
2. You have received the serial number of the company owned iPad that is assigned to the

consultant.

SNOW Ticket Request process:

n v/t - SNOW Quick Start Guide  RequestforService  FindAnswers  MyRequests @) System Status
¢ / - . \

Request for Service Find Answers Report a Problem

Browse the catalog for services you need Search for knowledge articles Submit a form to create an incident

Current Status Announcements My Open Incidents/Requests/Interactions
No information available s
RITM ut a month ago

I No system is reporting an issue

My Assessments and Surveys
More information...

View Historical/Closed Incidents/Requests

No assessments or surveys for you at the moment

Open SNOW Service Portal and click on “Request for Service”

7| Page



me » ServiceCatalog >

Select a service:
Report a Problem
Account Services
Application Services
Backup or Restoration Services
Email Services
Equipment Services
Network Services
Other Services

Phone Services

Project Services
Security Services
Server Hosting Services
Software Services
Storage Services

Web Services

All Categories

Popular ltems

Report a Problem

A

requests

Reach out to IT for assistance
on issues, service requests, or
even information needed

View Details

Hardware Deployment Request

Search Catalog ‘ Q |

Install or Upgrade Software

Install or Upgrade Software or

View Details

View Details

Application Ad Hoc Service R... Shared Qutlook Accounts

Q Deploy existing hardware

View Details

Business Application Ad Hoc

Shared Outlook Accounts

View Details

1)

View Details

Service Request

Click on “Create or Update an Account”
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3 ne ¥ ServiceCatslog  »  AccountSsrvices > Create or Update an Account Search Catalog ‘ Q |

Requester Details a

* Requested for Requested by

| © cColinDoran x ‘ - | | ® | colinDoran v |I

* Primary Contact for Request * Preferred Method of Contact

| Requested For v | Email v I f
Email * Requested For District

| colin.deran@dot.ca.gov | | O sachg

* Request Type

| Medify

Account Type (Select All that apply)
* Options
Metwork Accounts

Microsoft Outlook (include email groups you need the
individual to be added to in the Additional Comments)

Mainframe Account

O
[
O
[] ero
O
o
=

* Please provide additional details /

| Please add Construction Consultant to Intune Group - "IntuneMDM-ConsultantDeviceDOC"

Additional Comments

John Smith (P123458) iPad Serial No. FJ1234567XY e
Bill Black (P123457) iPad Serial No. GQ1234567YZ

additional consultant here

additional consultant here

. Inthe “Requestor Details *‘section — Leave/Insert YOUR INFORMATION in the “Requested for’ and "Requested by" fields.
Under the “Request Type'' select ‘Modify”

Under the Account Type select the Intune-Mobile Access (iPhone/iPad) Option

. Inthe “Please Provide additional detail” field, Add the following information: Please add Construction Consultant(s) to
Intune Group — “IntuneMDM-ConsultantDeviceDOC"

In the “Additional Comments” field, Add the Consultant Name, P Number, and iPad Serial Number. Multiple Consultants
can be added per SNOW Ticket, if needed. See example format above.

f.  Onceall required information has been added to the fields, as shown above, click on the submit button.

Q0 OTQ

®
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Step 3: Procedure to Enroll Consultant owned iPhone or iPad
info Caltrans Network

Before you begin the process:

1. Please ensure that your device has the latest iOS version, currently 17.0.3 as of the posting of this
document.

2. During enrollment you may need to use your laptop/PC to set up the authenticator application
(aka.ms/mfasetup).

3. On your laptop/PC go to aka.ms/mfasetup and sign in with your Caltrans credentials. Please
ensure that your device is connected to the Caltrans network (or VPN). This will be used later
when setting up Microsoft Authenticator

B® Microsoft
Sign in

someone@example.com

Can't access your account?

Qh Sign-in options
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Step 4: Setup Your Device

Enroll into Intune > Setup Assistant

Swipe up to open O
i

2]

TS

[a®

L]
L

English

Espaiiol

MERX

k4 L

B#E

Frangais

Deutsch

Pycckui

Portugués

L 4
Choose a
Wi-Fi Network

DIRECT-9B-HP a
M776 LaserJet

dotopen =
dotsecure a<

Choose Another Network

Continue Without Wi-Fi

Italiann

Tap “English”

6 Enter the password for “dotsecure*

Username |

Password

h@d\\t\\ 'l‘\-'l LRRils

-

©

Select Your Country
or Region

United States

More Countries and Regions

Afghanistan
Aland Islands
Albania

Algeria
American Samoa

Andorra

505 (55

4 e

Choose connection type
Wi-Fi or Cellular
(Continue without Wi-Fi)

Enter your Wi-Fi
credentials and press
join

Tap “United States”

ﬁ SWMCISE dot ca.gov

o

If you are using DOT
Secure tap trust

e

Hello

— ‘ .
Quick Start

Bring your current iPhone or iPad near this
iPhone to sign in and set up

If your other iPhone or iPad doesn't show
options for setting up this iPhone, make sure
it’s running iOS 11 or later, and has Bluetooth

turned on. You can also set up this iPhone

manually.

Set Up Manually ‘

Tap “Set Up Manually”

wll T D

7 cmy Trist

It may take a few minutes to activate
your iPhone.

Appie collects

Wait for activation
from Apple
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Data & Privacy

This icon appears when an Apple feature
asks to use your personal information.

You won't see this with every feature since
Apple collects this information only when
needed to enable features, secure our
services, or personalize your experience.

Apple believes privacy is a fundamental
human right, so every Apple product is
designed to minimize the collection and use
of your data, use on-device processing

whenever possible, and provide
transparency and control over your
information.

Learn More

10 e

IJI

-

Face ID

iPhone can recognize the unique, three-
dimensional features of your face to unlock
automatically, use Apple Pay, make
purchases, or subscribe to services from
Apple.

About Face ID

Set Up Later

11

Create a Passcode

A passcode protects your data and is used
to unlock iPhone.

Passcode Options

$05 T %)
12

B

Create a Passcode

A passcode protects your data and is used
to unlock iPhone.

Passcode Options

Custom Alphanumeric Code
Custom Numeric Code
4-Digit Numeric Code

Don’t Use Passcode

Cancel

Tap Continue

508 T B
13

B

Create a Passcode

A passcode protects your data and is used

B o

Using a Passcode is Highly
Recommended

A passcoda secures your iP}
protects your data. Some,
i0S and Apple 1D ga
‘without a

Don't Use Passcode

Create Passcode

Face ID is
Recommended to be
setup but is optional

Apps & Data

Choose how you want to transfer apps and
data to this iPhone.

Restore from iCloud Backup
Restore from Mac or PC
Transfer Directly from iPhone
Move Data from Android

Don't Transfer Apps & Data

Tap Passcode
Options

15 e

A =]
a- .@
Apple D

Sign in with your Apple ID to use iCloud, the
App Store, and other Apple services.

Apple ID

Forgot password or don't have an Apple ID?

pe

Use different App

2 IDs for iCloud & other
Apple services?

Tap Don’t Use Passcode

(Passcode will be
created later)

508 =

16

It may take a few minutes to set up your
Apple ID...

Tap Don’t Use Passcode
(Passcode will be
created later)

Tap Don't transfer
Apps & Data

Apple ID (follow
prompts as they
appear)

Sign in with or create an Wait for Apple ID to

be set up
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17

Make This Your
New iPhone

Here's everything set up as you had it on
your other iPhone.,

Learn More...

g Apps & Data
Don't Transfer Apps & Data

Settings
Appearance, Screen Time, and m

S0 T %)

18

©

Siri
Siri helps you get things done just by asking.

Siri can even make suggestions before you
ask in apps, and keyboards.

To use Siri, press and held the side button or
say "Hey Siri" anytime.

Customize

Set Up Later in Settings

508 % %

19

10f5

Say "Hey Siri" into
your iPhone

Set Up "Hey Siri” Later

08 = (if

20

Ask Siri

Press and hold the side button to talk to
Siri anytime.

Tap Continue

Tap Continue

21

Improve Siri
& Dictation

Help improve Siri and Dictation by allowing
Apple to store and review audio interactions
with Siri, Dictation, and Translate on this
iPhone, and on any connected Apple Watch,
HomePod, or Siri-enabled accessory. You
can change this later in settings.

This data is not associated with your
Apple ID and will only be stored for a limited
period.

About Improve Siri and Dictation

Share Audio Recordings
Not Now K

Follow Prompts as
they appear or tap
Set Up “Hey Siri” later

08 = ()

22

Welcome to iPhone

Swipe up to get started

Tap Not Now

Swipe Up

Tap Continue
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Conventional Device Name for Intune Reporting

Cupertino

60°

FaceTime

WEDNESDAY

18

Calendar

C s s e

Calendar Photos Camera

2 wll T

Settings

Open the “Settings

app

Not Connected

n Notifications
m Sounds & Haptics

a Focus

Screen Time

@ General ?

g Control Center
Display & Brightness
n Home Screen

() Accessibility
Wallpaper

n Siri & Search

EEl

>

4| FacelD & Passcode
ED emergency sos
{@®: Exposure Notifications

c Battery

3 o T D

General

About k

Software Update

AirDrop
AirPlay & Handoff
Picture in Picture

CarPlay

iPhone Storage

Background App Refresh

Date & Time
Keyboard

Fonts

Language & Region

Dictionary

Name

i0S Version
Model Name
Model Number

Serial Number

Coverage

Songs
Videos
Photos
Applications
Capacity

Available

Wi-Fi Address

Bluetooth ___ 14 F2:87:D2:C1:63

About

iPhone-FFMJFAQPODXR
16.4

iPhone 12

B copy GH83LL/A

FFMJIF4QPODXR

Q
1
4
64 GB

50.61GB

4:F2:87:DF:67:3B

Tap on “General”

5

IPad-P123456)

Name

Tap “About”

Rename the device following
the format “iPad-P Number”

Copy the serial number
by pressing down on it
and then tapping

“Copy"

14| Page



Step 5: Enroll Device in Intune

Cupertino WEDNESDAY
o
060 18

No events today
ci
H:84* L:56°

Weather

s 00

FaceTime Cale Photos Camera

= @@ ¥

Reminders Clock

Wallet Settings

Download Company Portal

A

L]

Welcome to the
App Store

A safe and trusted place to discover and
download amazing apps and games, explore
timely in-app events, and browse daily
stories from our editors.

Personalized Ads

Personalized ads in Apple apps such as the
App Store and Apple News help you discover
apps, products, and services that are
relevant to you. We protect your privacy by
using device-generated identifiers and not
linking advertising information to your
Apple ID.

Turning on Personalized Ads increases the
relevance of ads shown by letting us use
data like account information, app and
content purchases, and where available, the
types of News stories you read.

Apple does not track you across apps and
websites owned by other companies or

share your personal information with any
third parties.

Turn On Persongly Ads

Turn Off Personalized Ads

Open the App Store

Tap “Continue”

Tap “Turn Off
Personalized Ads”
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@, company portal © Cancel

Authenticator ©
Authenticator app, 2fa GET
Jedk 7y 1.8K (E HUAMEINETWORKS & Business

@

Setup Two-Factor
Authentication

i 0 s ez wetn
Asthorsicator Aop

g Intune Cumpanypmca

Company resources on the go

(224 Business

*kddk 525K (2 Microsoft Corp.

5

02 S08 = %)

Protects your online identity

6 Microsoft Amm P

*ddkkk 203K  ([E Microsoft Cor... (2] Productivity

Sigerin with Cennectto all
icrosoft

More security. for
of Mi

all your accounts your phone
% T 0

f§ =

Search for and Install the “Company Portal”
and “Microsoft Authenticator” Apps

Setup Microsoft Authenticator

Weather

Baoks

(®)
‘- |

Contacts

Utilities

GO@

Stocks F

*

iTunes Store Fitness
[A)
*

Translate Files Shorteuts

Microsoft respects your privacy

- T - " T -

~

@
.\

o

@
A\l

Help us impi

By allowing us to collect additional non:

Froeform i Com Portal
2 e We collect required diagnostic data to keep the
personal data, you can help us improve the app

app secure and updated. This does not include

You can turn this on or off at any time in the

any personal data.
Settings page

Help improve the app by sharing your app
usage data

Open Authenticator

Tap “Accept” Tap “Continue”
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Jthenticator Scan QR code
Azure AD
ﬁ Nicholas.Pasciuti@dot.ca.gov
Secure Your Digital Life
“Authenticator” Would Like to App lock enabled
Access the Camera To better protect Authenticator, we've
May be needed to scan QR code to enabled app lock by default. To tur it
add a new account oft, 9o to the app settings.
passw ddresses, and other autofill info wil be K Yo oK

/ Or enter code matuah,

\ Already have a backup?
t Restore your account

Begin recovery

A A © &

Tap “Scan a QR Tap “OK” Tap “OK” if this
code” prompt appears

Microsoft Authenticator — Laptop/PC

My Sign-Ins 7

R Overview Security info

These are the methods you use to sign into your account or reset your password
5, Security info

Default sign-in method: Authenticator app or hardware token - code Change
=1 QOrganizations

+ Add sign-in method

£ Devices
@ Microsoft Authenticator

. iPhone 11
Push multi-factor authentication (M

Lost device? Sign out everywhere

On your laptop/PC Refresh the page, then tap the “Add Sign-in Method button” on the
aka.ms/mfasetup page opened earlier in the process
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Add a method n X

Which method would you like to add?

Add a method

’ - Which method would you like to add?
Authenticator app v

| Authenticator app

Phone \ Authenticator app

Alternate phone
Cancel
Email

Office phone

Click the drop-down menu and Click “Add”
choose “Authenticator App”

Microsoft Authenticator 10 X

[Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose *

Cancel

| want to use a different authenticator app

Click “Next”

Microsoft Authenticator 11 X

L ISet up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

Click “Next”
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Microsoft Authenticator 12

lScan the QR code

can the QR code. This will connect the Microsoft Authenticato

Use the Microsoft Authenticator app

Can't scan image?

Have this screen ready to scan

Scan QR code Scan QR code

“Authenticator” Would Like to
Send You Notifications

Notifications may include alerts,

sounds, and icon badges. These can
be configured in Settings.

Your account provider will display a QR code

Don't Allow Allow

Or enter code manually

Scan the QR Code from Tap “Allow”
your Phone
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Microsoft Authenticator 15 %

IScan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

Can't scan image?

Back Next

On your Laptop/PC Click “Next”

Microsoft Authenticator 16 X

Let's try it out

v/

Approve the notification we're sending to your app by entering the number shown below.

= 47

Back

On your State Issued Laptop/PC
Note: the number after entering the number into the
app you can click next to close this screen
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18

= --=-henticator = muthenticator Q +
California Department of Transport... y
_— > California Department of Transp...
Ni P t.ca.
ol Beclion i v Bryan.McKinney&dot.ca.gov

Are you trying to sign in?
Califon f

T

Nicholas. Qov

Enter the number shown to sign in.
o— o

) . Do you want to allow
No, it's not me Yes “Authenticator” to use Face
ID?

Face ID will be used to authenticate
your identity with Microsaft sarvices.

Don't Allow 0K
1 2 3 !
4
GHI JKL MNO
7 8 9
PaRs Tuv wxyz
0 @ Unlock

Enter the number and then If you have set up Face ID If California Department of
tap “Yes” tap “OK” Transportation appears,
Authenticator is now setup Authenticator is set up
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Enroll Device in Intune

Stocks Find

l k% ©

iTunes Stare Fitnes

a - B
Translate Files
Freeform Tips

Shortcuts.

)

Comp Portal

Open the Company
Portal App

CalTrans

Get notified so you don't
lose access

*

‘We'll send important notifications to your device
when action is needed so you can keep accessing
work resources.

You can turn this off later in app settings.

Microsoft Intune

B® Microsoft
Sign in
Email or phone

Can't access your account?

Q Sign-in option;

5 taltrans
« p308775@ctdevfs.dot.ca.gov
Enter password

Password

Forgot my password

NOTICE TO USERS

system and is the proj
California. It is for authorized use only.

Done

Any or all uses of this system and all files on
this system may be intercepted, monitored,
recorded, copied, audited, inspected, and
disclosed to authorized site and law
enforcement personnel, as well as
authorized officials of other agencies,

p308775@ctdevfs.dot.ca.gov

Approve sign in request

G Open your Authenticator app, and enter the
number shown to sign in.

No numbers in your app? Make sure to upgrade
to the latest version.

Ican't use my Microsoft Authenticator app right now

NOTICE TO USERS

This is a State of California computer
system and is the property of the State of
California. It is for authorized use only.
Users (authorized or unauthorized) have no
explicit or implicit expectation of privacy.

Any or all uses of this system and all files on
this system may be intercepted, monitored,
recorded, copied, audited, inspected, and
disclosed to authorized site and law
enforcement personnel, as well as
authorized officials of other agencies,

Enter your Calirans
email and tap “Next”

CalTrans

Get notified so you don't
lose access

{ ¥

‘We'll send important notifications to your device
when action is needed so vou can keep accessing

“Comp Portal” Would Like to
Send You Notifications [
Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

Enter your password
and tap “Sign in”

7 508 2 %)
Lftrans ()
DevCTCaltrans
Good morning

No apps available

You don't have any apps assigned to you on
this device.

Company Portal website

D 1 device enrolled

Get this device managed to gain access to
your company’s reso

rces

Get access

o) 8

Apps Devices Support

E s

Natifications wore

Complete the request
for Authenticator as it
appears

qu “Ok"

Tap “Allow”

Tap “Devices”

8 508 = )
s Device details
iPhone
[0) is device is not managed. >
Manufacturer Apple
Model iPhone
Operating system i0os
Original name iPhone

oM og F

Apps Devices Support  Notifications wore

Tap “Begin setup”
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508 5 %
9
aftrans

DevCTCaltrans

Set up DevCTCaltrans access
Set up your device to access your email,
devices, Wi-Fi, and apps for work.

(D Review privacy information

(%) Download management profile

é) Install management profile

|
@ Checking device settings

Learn more

Postpone

1 0 $08 = %)

Device management and
your privacy

Here is what DevCTCaltrans can and cannot
see or do on your device. Data collected will
only be used to ensure your device is
compliant with policies to protect
DevCTCaitrans data.

Can't Can

N

View browsing history on this device

+ See your personal emails, documents, contacts, or
calendar

- Access your passwords

View, edit or delete your photos

See the location of a personal device

Learn more

Continue

.I .I S0 7 &

DevCTCaltrans

Set up DevCTCaltrans access
Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

Cl) Download management profile

Cl) Install management profile

|
@ Checking device settings

Learn more

Continue

Postpone

.I 2 508 = &)

com aA G

This website is trying to download a
configuration profile. Do you want to
allow this?

Ignore Allow

Tap “Begin”

Tap “Continve”

Tap “Continue”

Tap “Allow”
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13

l.manage.| ftcom aA C
DEVEgr faffrans  DevCTCaltrans
Continue to Company Portal

Profile Downloaded

Aft Review the profile in the Settings app if e
you want to install it.

Close

DereC [Caltrans Privacy Terms @ 2023 Microsoft. All rights reserved.

$08 = i

14

T microsoft.com A

DEVEE Crdtrans DevCTCaltrans

Continue to Company Portal

After the download is complete, continue to the
Company Portal app.

load ggain

DevCICaltrans Brivacy Terms @ 2023 Microsot, All ights reserved.

< > M @

DevCTCaltrans

Set up DevCTCaltrans access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information
|

@ Download management profile
|

@ Install management profile
|

@ Checking device settings

Learn more

Continue

Postpone

16 e

How to install
management profile

1.Go to the Settings app
Select Profile Downloaded.
If you don't see that option:
a. Select [E] General.
b. Select VPN & Device Management.
2. Select Install

Follow the on-screen instructions to complete the
installation.

3. 0pen the Company Portal app again

Learn more

Did you install the profile?

Yes, | installed the profile

If not, open Settings and install the profile now.

Can't find the profile?

Download again

WEDNESOAY

18

Calendar

o0

Calendar Phatos Camera

B #

Reminders Clock

Tap “Continue”

18 B

Settings

Q, Search U

Nick Pasciuti
Apple 1D, iCloud, Media & Purchases

Finish Setting Up Your iPhone o

Profile Downloaded

Airplane Mode
Wi-Fi

B suetcon
D ceiivar

SAC_PD_NE

WORK10

o

a Notifications
. Sounds & Haptics

Focus

Screen Time

Tap “Continue”

19

Cancel Install Profile Install

@ Management Profile,

16y 10SPrafileSigning. manage.microsoft.com
I

tion  Install this profile to get access to your
company apps
tains Device Enrollment Challenge

More Details

Remove Downloaded Profile

Take note of and
follow the steps on

screen

@ Management Profile

Installing Profile

Signed by 10SProfileSigning.manage.microsoft.com
Verified v

Description  Install this profile to get access to your
company apps

Contains Device Enroliment Challenge

More Details >

Remove Downloaded Profile

Install

Cancel

Open the settings app

Tap “Profile
Downloaded”

Tap “Install”

Tap “Install”

24 | Page



21

Cancel Warning Install

00T CERTIFICATE

Installing the certificate “Mig
Root Certification Authority®ill add it to
the list of trusted certificates on your
iPhane.

Installing this profile will allow the
administrator at “https://
i.manage.microsoft.com/
DeviceGatewayProxyfioshandler.ashx" to
remotely manage your iPhone.

The administrator may collect personal data,
add/remove accounts and restrictions,
install, manage, and list apps, and remotely
erase data on your iPhone.

22

Cancel Warning Install

ROOT CERTIFICATE

Installing the certificate “Microsoft Intune
Root Certification Authority” will add it to
the list of trusted certificates on your
iPhone.

MOBILE DEVICE MANAGEMENT
|nStaltin= #hnin mmm e el Al b

adm Remote Management

LMA  pg you trust this profile’s source to

Devi enroll your iPhane inta remote 3
p— management?

The Cancel Trust iata,

addfieniuve auouuis ar
install, manage, and list
erase data on your iP)

s,

, and remotely

23

Profile Installed Done

Management Profile
v IQSProfileSigning.manage microsoft.com

v

Install this profile to get access to your
company apps

Mobile Device Management

SCEP Device Identity Certificate
2 Cerlificates

More Details

Weather Stocks Find My

m X o

Fit

Tap “Install”

25

Tap “Trust”

Tap “Done”

08 5 [f

27

Close Settings and
Open the Company
Portal App

DevCTCaltrans

You're all set!

‘You should now have access to your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information
|
@ Download management profile
|
@ Install mananamant nrnfila
|
® cl App Management Change
Would you like to let California
Department of Transportation - Dev
take management of the app

Learni  “Microsoft Authenticator™? Your app
data will become managed.

Cancel Manage

DevCTCaltrans

You're all set!

You should now have access te your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

|
@ Download management profile

|
@ In:
| App Installation
o Ct California Department of
Transportation - Dev is about to install
and manage the app “Microsoft
Defender: Security® from the App
Learn 1 Store.
Your iTunes account will not be
charged for this app.

Cancel Install

Done

DevCTCaltrans

You're all set!

You should now have access to your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

@ Download management profile

+ Install management profile

@ Checking device settings

Learn more

Once these prompts appear tap
“Manage/Install” until all are gone

Tap “Done”

25



Company Portal - Sync your Device

CalTrans CalTrans

Apps iPhone-FAGCCZ67N72J
Q U

Recently published View all apps

Rename 0

Microsoft OneNote

N M t G
crosoft Corporation
0 This is the device you are currently using.
Microsoft Word
Microsoft Corporation
Device settings status P A
Ava: Transcribe Voice to Text ompany resources
Transcense Inc
Last checked May 23, 2023 at 11:22 AM
TickTick:To-Do List & Calendar Check status
Appest Limited
Categories Manufacturer Apple
Adobe Model Phone 11
Books f
Books & Reference Operating system i0S

Business

Tap “Devices” Tap “Check Status”
and wait for Sync
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CalTrans

iPhone-FAGCCZ67N72J

U

Rename °

0 This is the device you are currently using.

Device settings status

Last checked

Check status

Manufacturer Apple
Model Phone 11

Operating system i0S

CalTrans

Categories

Adobe

Books & Reference
Business
Collaboration & Social
Conference Apps
Data Management
Education
Entertainment
Finance

Food & Drink

Gis

Healthcare & Fitness
IT

Lifestyle

Medical

Must-Have Apps

0=

Apps Devices

Company Portal - Verify Applications are available

CalTrans

Lifestyle
Medical
Must-Have Apps
Navigation
News
Office365 Apps
Other Apps
Photo & Media
Productivity
Security
Shopping
Travel

Utilities

VPN

Weather

Company Portal website

EHH T T H

Apps Devices Suppart Notifications More

Applications can be
found via search

Or can be found through the app categories above
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NOTE: The order and time boxed slides appear may vary with
connection speed if they do not appear as shown move on and

Serp Passcode complete when they appear.

one special character (#&1).

Set Passcode

Edit Home Screen
To rearrange icons, touch and hold any
con until it starts to wiggle, then drag oy
icons to desired locations.
Drag an icon to the far right to create
lome screens.

Emergency Call

Passcode Requirement Emergency Call

You must set an iPhone unlock II" -w

passcode within 59 minutes

additional H
‘Swipe up from the bottom edge
when done.

d Dismiss
Ram,

Later Change Now

Tap “Dismiss” If this prompt appears Enter new passcode Re-enter Passcode
tap “Change Now” and tap “Continue” and tap “Set-
passcode”
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General Guidance

Enter the password for the
Exchange account m
“Nicholas.Pasciuti@dot.ca.go
v R

Cancel

< ®

NOTE: Boxed Steps are Optional

Cupertino THURSDAY
68° 8

Sunny
H77° Li56*

Weather
'
Calendar

FaceTime

w

Settings

= '

VPN Not Connected

Notifications
Sounds & Haptics

Focus

260680

Screen Time

General

Control Center
Display & Brightness
Home Screen
Accessibility
Wallpaper

Siri & Search

Gooe@aBee®

Face ID & Passcode

m
3
]
<
]
3
2
o
()
w

{@: Exposure Notifications

Q Battery

4 all T

Display & Brightness
L

Automatic

Text Size

Bold Text

BRIGHTNESS

@ e— ®

True Tone 0

Automatically a

Night Shift oft

Auto-Lock 30 seconds

Raise to Wak ()

DISPLAY

Display Zoom Default

When this prompt
appears tap “Cancel”

To change Text
Size/Auto-Lock, Open
the Settings App

Tap “Display &
Brightness”

Edit “Text Size” and
“Auto-Lock” as
needed
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Step 6: Configuring Applications

Access Email using Microsoft Outlook

a

Nicholas.Pasciuti@dot.ca.gov
@ Password Required

o

Please Authenticate

Please go to the Authenticator app
to continue

Open Authenticator

N

1 Found @

Add Account

Would you like to add
another account?

Open “Outlook” Tap “Add Account” If this slide appears,
Tap “Open
Authenticator”

Tap “Maybe Later”
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Last Week
| Scheive, Darrin M@DOT Friday
UAT Testers assistance Bridge '

Hi All, DOT Secure is an available solution now
and UAT will continue as scheduled. You were...

'o You have new messages in Teams  Friday
Aaron@DOT and Bryan@DOT sent 2 message...
Yes, Correct

Enable Notifications
Outlook uses notifications as a way to

C Thursday
: make sure your inbox is always up-to-
4

Join C...

date. Disabling them might delay email 3y not
delivery. ebex....

"' : No Thanks Turn On i

«~ B

this meeting is...

Good Marning, The pui

@ Fivay 19,1200

MUST READ: VMware Best Practice Update -...
EXTERNAL EMAIL. Links/attachments may not
be safe. MUST READ: VMware Best Practice U...

o Russell Watts 7
Meeting Change

EXTERNAL EMAIL. Links/attachments m:
be safe. Hi Nicholas, | hope you're doing well. I...

= Q &

Mail Search Calendar

Last Week

| Scheive, Darrin M@DOT Friday
UAT Testers assistance Bridge
Hi All, DOT Secure is an available solution now
and UAT will continue as scheduled. You were...

° You have new messages in Teams  Friday
Aaron@DOT and Bryan@DOT sent 2 message...
Yes, Correct

“Qutlook” Would Like to Send

( PR, Thursday

| You Notifications h:‘ i
Notifications may include alerts,

E sounds, and icon badges. These can 3 NOt

t be configured in Settings. ebex....

| ) Thursday

v Don't Allow Allow . B

Good Morning, The pu

° Fri, May 19, 12: RSVP

© 6 ® O
:
g

MUST READ: VMware Best Practice Update -...
EXTERNAL EMAIL. Linksfattachments may not
be safe. MUST READ: VMware Best Practice U...
Russell Watts T
Meeting Change

EXTERNAL EMAIL. Links/attachments
be safe. Hi Nicholas, | hope you're doing well. I...

] Q &

Mail Search Calendar

Tap “Turn On”

Tap “Allow”
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Setup Microsoft Defender

Stocks

@)

Fitness

x

Translate

Freeform

Shortcuts Utilities

Authenticator

CJ

MS Defender

=
1
-

NOTE: Not Connected status is expected. This will
update after Defender uses the VPN to access
Caltrans resources such as Onramp.

2 il T B

Select an account to sign in

PN Pasciuti, Nicholas@DOT
nicholas.pasciuti@dot.ca.gov

Sign in with a different account

By signing in you agree to Microsoft’s Terms of Use and
Privacy Statement

IT D
3 -

Welcome to Microsoft Defender

[C] 1agree to the Terms of Use

<4

licrosoft Defender

. \
' '
' d

Device is not connected

“°-,  Tunnel

:w No data transmitted securely >
2@ status - Not Connected

ashboar Tunne

o a

Open “MS Defender”

Tap on Your Account

Check the box to
agree to Terms of Use,
tap “accept”

MS Defender is now
setup
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Access email using iOS Native Email App

Cupertino

862

SUNDAY

21

Siri & Search

No events today

Emergency SOS

Weather

FaceTime

Battery
SUN

Calendar

Privacy & Security

Camera

15
“S0 e

App Store

Wallet & Apple Pay

Reminders Clock

Passwords

Mail

Contac

HeE0D 00 cCo+=80|PD

Calendar

Wallet Settings

Notes

Reminders

Freeform

Voice Memos

LEE Phana,

Settings

Face ID & Passcode

Exposure Notifications

3

B siiaseach
W Cellular Data
Accounts

MESSAGE LIST

Preview
Show To/Cc Labels

Swipe Options

MESSAGES

Privacy Protection

THREADING

Ask Before Deleting

Organize by Thread

ALLOW MAIL TO ACCESS

Follow Up Suggestions

Collapse Read Messages

Most Recent Message on Top

2 Lines

wil T B

4

ACCOUNTS

Caltrans Work Email

Mail, Contacts, Calendars, Reminders

Add Account

Fetch New Data Push

68 8

Open Settings app

*TH
ts  Caltrans Work Email
Account not authenticated
Re-enter Password
EXCHAN
Account  Nicholas.Pa: 5
Mail
Contacts
Calendars
Reminders
Mail Days to Sync 1 Month
E Profi
a9

Scroll down and tap “Mail”

ol P

Sign in to website AA X

Sign in to sso.dot.ca.gov

Your login information will be sent securely.

p308775

Cancel Sign In

Tap “Accounts”

7

Tap “Caltrans Work Email”

w T -
login.microsoftonline.com 4

“device.login.microsoftonline.
com" requires a client
certificate
Use the certificate
“58699b65-6dad-4d31-8506-02984b
665331" when connecting to this
website.

Cancel Continue

Tap “Re-enter
Password”

Enter S-number/Email

Address and Tap
“Sign in”

If this prompt
appears, tap
“Continue”

33| Page



Cupertino

b6e

What's New in Mail

Send Later

6\0 Schedule messages to be sent at the

Undo Send

Get back a message before it

10

Back

Mail Privacy Protection

Mail Privacy Protection works by hiding your IP
address and loading remote content privately in
the background, even when you don’t open the
message. This makes it harder for senders to
follow your Mail activity.

Learn more...

Protect Mail activi

R Heer

all remote content

Don't protect Mail actj
Sh .

P

.I .I ol T

Edit

Inbox
Q Search ]

® Scheive, Darrin M@DOT <darri... Friday >
UAT Testers assistance Bridge
Hi All, DOT Secure is an available solution now and
UAT will continue as scheduled. You were all techni...

® You have new messages in Tea... Friday »
Aaron@DOT and Bryan@DOT sent 2 messages...
Yes, Correct
tesar...
“Mail” Would Like to Send
You Notifications Irsday >
YourV  outications may include alerts, :ADe...
EXTEl  sounds, and icon badges. Thesecan | D&

safe.® be configured in Settings. tstar...
L Don't Al Al g
Worki  Don't Allow y

is meeting is to

‘Good Morning, The purpo:
) ine pro...

continue i

Wednesday >
st Practice Update - Work...

EXTERNAL EM, inks/attachments may not be
safe. I ing-imag ion.s3.ama;

® Russell Watts Tuesday >
Meeting Change

EXTERNAL EMAIL. Links/attachments may not be
safe. Hi Nicholas, | hope you're doing well. | need t...

® Scheive, Darrin M@DOT <dar... Tuesday >

® e =

Open the native
“Mdail” app

Tap “Continue”

Select “Protect Mail
activity” then tap
“Continue”

Tap “Allow”
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Set Default Calendar for Calendar App

il T @D wl T B ol T
2 3 4
Settings Calendar ar Default Calendar
Cupertino SUNDAY Siri & Search
560 21 ALLOW CALENDAR TO ACCESS . e

Face ID & Passcode B s searcn e

@ Emergency SOS ON MY IPHONE

. Exposure Notifications Accounts 1 * Calendar Vv

= H £ sattery T
0 Privacy & Security Time Zone Override off « Birthdays
g Seinsce Alternate Calendars Off = Calendar
. @ App Store Week Numbers  United Stat ays
= @ Wallet & Apple Pay Week View Starts On Today

Show Invitee Declines 0

n Passwords Sync All Events

D val Default Alert Times

& | Contacts )
Duration for New Events 1 hour

—.- Calendar

) Start Week On
Notes
Default Calendar Calendar
Reminders Location Suggestio ()

@~ Freeform

. Voice Memos

L& phana

Open the “Settings” Scroll down and tap Tap “Default Select the “Caltrans
app “Calendar” Calendar” Work Email Calendar”
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Set Photo Format to Most Compatible

Cupertino

B2

her

FaceTime Calendar

15

“@

SUNDAY

21

2

Settings

@ Trensiate
B% Maps

@ comeass
8 veasure
- Shorteuts

¥ Health

Music
@ v

Authenticator

Comp Portal

OneDrive

L

<

@ MS Defender
-

@ Outlook
L

Team:

Record Stereo Sound
Preserve Settings

Use Volume Up for Burst
Scan QR Codes

Show Detected Text

COMPOSITION
Grid
Mirror Front Camera

View Outside the Frame

PHOTO CAPTURE

Prioritize Faster Shooting

This is an optional configuration if
HEIC format is not desirable.

3  Ta
s Camera

Formats

Record Vid 1080p at 30 fps

Record Slo-mo 1080p at 240 fps

Intelligently adapt image quality when rapidly pressing

the shutter.

Smart HDR

«©

4 W TE
a Formats
CAMERA CAPTURE
High Efficiency v
Most Compatible

Open the “Settings”

app

Scroll down and tap

“Camera”

Tap “Formats”

Select “Most
Compatible”

For further instruction, on how to download apps, reset your passcode, and access other required

applications. Please refer to the Caltrans — End User Guide — Microsoft Intune
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