FileZilla User Guide for Contractors

Caltrans uses a secure file transfer protocol (FTP) site to allow the transferring of files
between Caltrans and our partners. In order to electronically upload documents, a secure
FTP client is required. FileZilla is an FTP client that is free for anyone to use and download.
This document will provide instructions for installing FileZilla and configuring it to upload
documents.

Installation of FileZilla

Step 1: FileZilla can be downloaded at FileZilla Web page.

Step 2: On the main page, click on the “Download FileZilla Client” button to download FileZilla.
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Step 3: On the next screen, click on the green button that says, “Download FileZilla
Client” and then click on “Download” under FileZilla.

Download FileZilla Client for Windows (64bit)
The latest stable version of FileZilla Client is 3.35.2

Please select the file appropriate for your platform below.

© Windows (64bit) £

Download B
FileZilla Client

Please select your edition of FileZilla Client

FileZilla Pro FileZilla

Standard FTP fes Yes

FTP gver TLS fes Yes

SFTP Yes Yes

Amazon 53 Yes -

Microsoft Azure Blob and File Storage fes
Google Cloud Storage Yes
Google Drive fes
WebDAV Yes
OpenStack Swift Yes

=

Run the FileZilla installer. Use the default settings to install the software.



https://filezilla-project.org/

Configuration

Step 1: In FileZilla, go to File -> Site Manager.

Step 2: In the Site Manager window, click on New Site. Enter a name for the
site such as “Construction D7”.

Select Eritry: .
- Germral advanced Transfer Settngs  Charset
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FTP - Fie Transfer Profocel

Use plain FTP

anneymous

Use the following settings in the “General” tab:

Host: svgcftp1.dot.ca.gov

Protocol: FTP — File Transfer Protocol

Encryption: Require explicit FTP over TLS

Logon Type: Ask for password

User: Please obtain user name from your District Labor Compliance Office.

Site Manager

Select Entry:
General Advanced Transfer Settings Charset
Ly My Sites
el Host: |sugcﬂ:pl.dot.ca.go'-r | Port: I:I
e
...... f Protocol: FTP - File Transfer Protocol w
=
Encryption: |Require explicit FTP over TLS b
Logon Type: | Ask for password w
User:
Password:
Account:
Comments:
Mew Site Mew Eolder
Mew Bookmark Rename
Delete Copy

Click on OK after these settings are configured.



https://svgcftp1.dot.ca.gov/
https://svgcftp1.dot.ca.gov

Step 3: To connect to the FTP server, click on the drop-down icon and select the site that
you wish to connect to. After choosing a site, you will be prompted to enter your password.
Please obtain password from your District Labor Compliance Office.

& FileZilla

File Edit View Transfer Server Bookmarks Help
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Enter password

Flease enter a password for this server:
Mame:

Host: swgcftpl.dot.ca.gov

User:

Password: | SERRARERRRRRERE

Remember password for this session

Cancel

Step 4: Another window will appear, please select the check box that says, “Always trust
certificate in future sessions” and click on OK.

Unknown certificate X

Gi9 The server's certificate is unknown, Please carefully examine the certificate to
[ | make sure the server can be trusted.
L~

Details

Valid from: 7/20f2018

Valid to: 10f19/2020

Serial number: 0Oc: 18:dD: 25:56:1:34: 34:00:00:00:00: 50:25:35: 7a

Public key algorithm: RSA with 2048 bits
Fingerprint (MD5):  77:92:e4:b2:05:c5:8f:3c: 7f: 7d:80:30:8c:fb:d 1: 71
Fingerprint (SHA-1): e1:9f:1b:f5:86:6f: 70:a7; 3e:31: 2a:51:0f: 1f:6b:65: 5f; 19:fe:d3

Subject of certificate Certificate issuer

Common name:  svacftpl.dot.ca.gov Common name: Entrust Certification Authority - L1K
QOrganization: Department of Transportation Organization: Entrust, Inc.

Country: us Unit: See www.entrust.net/legal-terms

State or province: California {c) 2012 Entrust, Inc. - for authorized use only
Locality: Sacramento Country: us

Session details

Host: svgcftpl.dot.ca.gov:21
Cipher: AES-128-CBC

MAC: SHA1

Trust this certificate and carry on connecting?
Erllways frust cerficate . fubure sessions.)

OK Cancel

To add another user account, please repeat steps 1 through 3. If you have contracts in
multiple districts, you will need to contact the Labor Compliance Office for each district to
obtainthe user name and password for their respective transfer folders.



Using FileZilla

Step 1: To transfer files, navigate to the folder that you want to use and drag the file into the
row on the right. (Non-modifiable PDF documents only)

Step 2: To check if the file transfer was successful, click on “Successful Transfers” in the
bottom left hand corner of the screen. The file will be listed in this window if it was transferred
successfully.
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Response: 200 Switching to Binary mode.

Command: PASY

Fesponze: 227 Entering Passive Mode (149,136,20,154,117,77).
Command:

Response: 150 Here comes the directory listing.

F.esponse: 226 Directory send OK,

Status: Directory listing successful Y]

Local site: | C:\Usersh, \Desktop\testFTPY, ~ | Remote site: | / ~
test ~ | 7
testFTP
Documents
Downloads

¢ Favorites

H H IntelGraphicsProfiles b4
< >

Filename Filesize Filetype Last modified Filename Filesize Filetype Last modified Permissions  Ow

Test2.tut 0 Text Document  8/7/2018 4:28:55 PM
= TestFilett 0 TextDocument  8/7/2018 4:25:11 PM Empty directory listing

Server/Local file Direction  Remote file Size Priority  Time
L ftpes://test2ftp@svgcftpl.d...
|:| C:\Usersy \Desktop...  -->>» STest2 bt 0 MNormal  8/7/2018 4:2%34 PM

Queued files Failed transfers Successful transfers (1)

-a FER Queue: empty e

If a file with the same name is transferred twice, you will receive a “Critical file transfer error”.
Either rename the file or wait 15 minutes before transferring the file again.

Caltrans FTP - test2ftp@swvgcftpl.dot.ca.gov - FileZilla — O x
File Edit View Transfer Server Bookmarks Help
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Host: |:| Username: |:| Password:| | Por‘t:| | |Quickconnect -

Responser 200 Switching to Binary mode. A
Command: PASV

Response: 227 Entering Passive Mode (149,136,20,154,117,90).
Zommand:  STOR test.pdf

Response: 353 Could not create file,

rron Critical file transfer error
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