
Chapter 3-6: Safety and Security  

California’s dependence on the freight transportation industry for product delivery and the significance of the industry’s role in economic development is substantial and expanding, therefore it is important to consider what is required to ensure that the freight transportation system will be able to maintain an acceptable level of performance to satisfy the demand of the state’s growing population. To address this concern, this chapter articulates critical safety, security and efficiency issues affecting freight movement operations, and their corresponding intermodal connectivity. 
The transportation industry is also challenged with improving aging infrastructure and increasing transportation safety and transportation security in the face of limited funding. By applying intermodal and state of the art technologies for the efficient movement of goods and services,  public agencies in collaboration with private partners, are continuously implementing cost effective solutions to address transportation emergency response and recovery planning, transportation safety, transportation security, travel demand management, ITS, commodity flows, and public involvement and participation in freight transportation related projects to the greatest extent practicable, addressing safety and security needs while  tackling other freight needs will ensure that safety and security are embedded in all aspects of freight movement and will be less costly to implement. 
Road transportation is the most widely used means for transporting freight, but also is the primary location of accidents, incidents and fatalities.  Ship safety is of paramount importance, and our railways are among the safest in the world. Aviation is one of the safest forms of transportation.  The FAA ensures a high level of safety for air borne crafts by promoting rules that are cost efficient and facilitate the free movement of products, services and persons involved in civil aviation. Given the unprecedented growth in air traffic, large number of carriers are increasing flights resulting from the economic growth in recent years. 

Transportation security is a sensitive issue that affects everyone. In freight transportation, besides accidents, there other forms of security threats are unusual for passenger transport: crimes committed on the premises of transport operators (break-ins),  robbery of  valuable cargo in transit, or  armed piracy in the air or on the high seas. These have a massive economic cost which can be measured in terms ranging from the cash value of cargo thefts to insurance losses, business interruption, and damage to property. In order to maintain proper security levels cooperation among  local governments and private entities is paramount. New technologies can assist in providing  higher security systems  without making security processes excessively time consuming and expensive. 

When considering the vast tonnages of freight and its constant flow across a widely distributed network. It is essential that efficient and effective methods of transport be employed. Each mode serves an important role in the freight delivery system. Truck is the dominant mode in terms of both tons moved and freight revenue generated. This is due to a competitive advantage for smaller shipments and local distribution, and the fact that nearly three-quarters of the communities in the U.S. are served exclusively by truck (FHWA, 2007). Pipelines transport high volumes of product, moving from a limited number of sources to a limited number of destinations. Rail focuses on intermodal and bulk movements involving long distances. International water shipments focus on high volume, and long distance transport, while the air mode supports the movement of high-value, time-sensitive cargo (AASHTO, 2007). Most of the intermodal activity involves cargo transfers at coastal ports or at major inland intermodal terminals. 
Given the importance and size of the freight transportation system, its ability to operate in a safe, secure and efficient manner is paramount to the current and future well-being of our state. There are a number of critical infrastructures in California, which if disrupted or destroyed, could adversely affect the economy. Such critical infrastructures with interregional dimensions are potentially prone to natural or man-made disasters that could create delays for freight and can result in significant damage to freight and personal injury. This includes heavy truck crashes on highways, as well as crashes at highway-rail grade crossings, release of toxic inhalation hazards (TIH), whether the result of terrorist attack or accident caused by congestion or geometric deficiencies could result in devastating consequences. Various operational strategies, intelligent transportation technology, as well as infrastructure improvements can help to address traffic congestion and improve safety. 
Emergency Support Functions 
Hazardous materials — industrial materials that are flammable, corrosive, toxic, explosive, or infectious — play a vital role in the U.S. economy. They are used by industries from farming and mining to manufacturing and pharmaceuticals, in the form of raw materials, fertilizers, fuels, constituent parts, and other essential inputs. Of all hazardous materials, toxic inhalation hazards (TIH) may be among the most dangerous. Chlorine gas and anhydrous ammonia are the most common TIH chemicals; others include sulfur dioxide, ethylene oxide, and hydrogen fluoride, and a variety of other products that are important manufacturing inputs.
After the terrorist attacks of September 11, 2001, the security of hazardous materials became increasingly salient in public concern and political debate. Release of toxic inhalation hazards, whether the result of attack or accident, could result in devastating consequences. Many hazardous chemicals that are transported over long distances by rail,  and short distances by truck,  may be particularly vulnerable to sabotage and disruption.  At the federal level, U.S. DOT and Transportation Security Administration (TSA) have sought to reduce the risk of terrorist attacks on freight. The initial and ongoing eﬀort is the TIH Risk Reduction Program, in which TSA assumes that the risk of hazardous-materials transport is directly proportional to the dwell time and volume of materials transported through densely populated areas. First implemented in New Jersey and New York, the program seeks to establish secure storage areas for TIH materials and to expedite their movement through the system. More recently, the US Department of Transportation Pipeline and Hazardous Materials Safety Administration (PHMSA) has directed rail freight carriers to transport TIH materials over the “safest and most secure commercially practicable routes.” 

The potential consequences of a TIH release depend on the severity of the accident/event and also on the location and time of the accident/event. One widely-discussed risk-mitigation proposal involves re-routing trains containing TIH tank car loads, for example, by choosing a route with less population exposure. This risk-reduction strategy came to the fore in the midst of concern over rail security after the 9/11 attacks. TIH tank cars passing through major population centers were recognized as potential chemical weapons. Proponents of mandatory rerouting of TIH products argued that diverting trains around cities would place fewer people at risk of a terrorist attack, and would also decrease risks due to accident.
The goal of any re-routing strategy should be to minimize both the risk and the impact of a TIH release. There are, however, many possible means to evaluate the route. Risk could be evaluated according to parameters that include least population exposed to TIH risk, shortest route by distance, shortest route by time, or safest track quality. 
Since 1990, the National Transportation Safety Board (NTSB) and FRA have made implementing technology to prevent railroad accidents, Positive Train Control (PTC)  in particular, a priority. The Rail road Safety Enhancement Act of 2008 (P.L. 110-432) requires Class I railroads to implement PTC on lines carrying hazardous materials and lines carrying both freight and passengers by 2015.  Although they improve safety, PTC systems may also create new safety and security vulnerabilities if they malfunction or are compromised.
California has increased state-level oversight of rail and strengthened regulation of railroad security. In addition to its role  enforcing federal rail-safety regulations, the California Public Utilities Commission (CPUC) is developing the capacity to improve rail security. CPUC was charged with enforcing the provisions of Assembly Bill 3023 enacted in 2006, requiring  railroad operators to conduct  risk  assessments of their facilities and is implementing infrastructure   protection programs. In the future, CPUC inspectors are to be federally certified in both safety and security, so that they may issue security enforcement recommendations under the auspices of federal law. Additionally, California actively seeks to bring state-level knowledge regarding rail safety and security to short-line carriers that may not have the resources to establish robust safety and security programs on their own. 

The State of California is prepared to respond quickly and effectively on a 24-hour basis to developing large scale safety and security events. When an event or potential event if first detected, the California Office of Emergency Services (CalOES) is activated to a level appropriate to the magnitude of the threat.  All State agencies and volunteer organizations, that comprise the State Emergency Response Team, are grouped into 18 Emergency Support Functions (ESF) to carry out coordination and completion of assigned missions. These functions represent specific response activities that are common to all disasters. Each Emergency Support Function is comprised of one or more Primary agencies serving as the lead and several other agencies and organizations providing support.
The ESF is a mechanism that consolidates multiple agencies that perform similar or like functions into a single, cohesive unit to allow for the better management of emergency response functions (for example, many different state and local agencies have sworn law enforcement officers. In California , during non-emergency transportation operations, the responsibilities and authorities of Emergency Function (EF) 1 - Transportation reside within a mix of local, state, and federal agencies within the State of California. Transportation operations during an emergency response involve the coordination between the local governments that need assistance and the state and federal resources that can be activated. 
State-level EF 1 activities support the coordination of transportation across various modes, including surface, maritime, railroad, aviation and pipeline. The EF 1 lead agency provides expertise primarily for surface transportation, and has identified stakeholders from primary and supporting agencies to take the coordination lead for other modes of transportation. According to the State of California Emergency Plan (SEP), EF 1 – Transportation, “assists in the management of transportation systems and infrastructure during domestic threats or in response to incidents.” EF 1 also provides recommendations and subject matter expertise to the Governor’s Office of Emergency Services (Cal OES) associated with EF 1 preparedness, mitigation, response, and recovery. The specific responsibilities of Caltrans directly related to EF 1 activities are the following:
As the owner operator of the State Highway Transportation System, has Administrative Orders to Repair, Maintain and Operate the state highway system during, and following emergencies and disasters;
Provide assessments of transportation infrastructure and traffic conditions; 
Assess damage to highway system and establish route priorities during recovery efforts; 
Operate as liaison with the Federal Highway Administration regarding the status of the State Highway System; 
Operate as liaison with the United States Department of Transportation regarding the status of the state highway system;
Provide transportation policies and guidance as needed;
Coordinate state agency plans, procedures and preparations for route recovery, traffic regulation and air transportation and 
· Develop routing and directions for the movement of incident victims out of an impacted area and the delivery of necessary personnel and medical supplies to local medical facilities and shelters.
In order to enhance the collaboration between the modes of transportation, EF 1 is organized by core functions that give the EF 1 stakeholders a way of arranging key activities/capabilities that can be understood by other stakeholders and other emergency functions. Core functions are not exclusive to any single stakeholder within EF 1, but rather require the combined efforts of the entire community of stakeholders. Within each core function, the capabilities (also described as categories of service and support) are used to group together the activities that are critical to the performance of the core function. The activities describe the elements of work that are completed in order to achieve the service or support capability. Resources, standards, and conditions will be connected to each activity. During response operations, the core functions give the EF 1 stakeholders a way of organizing key collaboration topics at the various levels of an emergency response local, Operational Area (OA), regional, state, and federal). 
EF 1 - Transportation Organization Diagram

Rail Freight
Collision Analysis Working Group (CAWG)
Under the direction of the Federal Railroad Administration (FRA), The Collision Analysis Working Group (CAWG)  includes representatives from the American Short Line and Regional Railroad Association (ASLRRA), the Association of American Railroads (AAR), the Brotherhood of Locomotive Engineers (BLE), the United Transportation Union (UTU), and the Volpe National Transportation System Center (VNTSC). CAWG was set up to focus on causes and prevention measures for collision accidents.
The CAWG reviewed in detail incidents where human factor causes contributed to trains "exceeding their authority" by passing a stop signal; failing to comply with a signal requiring restricted speed; or by entering territory without a train order, track warrant, or direct traffic control authority. This is providing the railroad industry with an opportunity to re-examine its safety practices and policies based on any commonalities found, which will help ensure that every reasonable precaution is being taken to prevent future collisions. Recommendations developed through this and other federally sponsored rail safety initiatives may promote projects from inclusion in the freight plan or State Rail Plan.
Rail Tank Cars

 (
DOT-111 Tank Car
)[image: ]The  U.S. DOT-111 tank car is a type of non-pressure tank car in common use in North America. These rail cars are used for transporting a wide spectrum of hazardous goods. The nascent U.S. hydraulic fracturing of new wells and the insufficient pipeline capacity to transport the petroleum products has led to a rapidly increase use of DOT-111 cars to transport crude oil to  refineries. Ethanol production has soared from 900 million gallons in 1990 to nearly 14 billion gallons in 2013 and considering that nearly all of it moves by rail,  Ethanol has become the highest-volume hazardous material shipped  by this mode of transport. 
Recently, there have been a series of high profile accidents involving DOT-111 rail cars in the U.S. and Canada. The tanker itself is not suspected of causing derailments, but the National Transportation Safety Board has noted several problems: Its steel shell is too thin to resist puncture in accidents. The ends are especially vulnerable to tears from couplers that can fly up after ripping off between cars, additionally unloading valves and other exposed fittings on the tops of tankers can also break during rollovers.  The NTSB has also investigated accidents involving flammable liquids being transported in DOT-111 tank cars, including the Dec. 30, 2013, derailment in Casselton, ND, and the June 19, 2009, derailment in Cherry Valley, IL.  After the Cherry Valley accident, the NTSB issued several safety recommendations to PHMSA regarding the inadequate design and poor performance of the DOT-111 tank cars. The recommendations include making the tank head and shell more puncture resistant and requiring that bottom outlet valves remain closed during accidents.

Furthermore, on January 2, 2014, PHMSA issued a safety alert addressing the flammability characteristics of the crude oil produced from the Bakken Shale region in the United States. When it announced the safety alert, PHMSA reinforces the requirement to properly test, characterize, classify, and where appropriate sufficiently degasify hazardous materials prior to and during transportation. It also stresses the need that all potential hazards of the materials are properly characterized, and assign the appropriate classification and packing group of crude oil shipments. 

The NTSB believes that properly classified shipments are paramount for appropriate package selection, for assessment of risks to develop meaningful safety and security plans, and for the safety of emergency responders and other individuals who may come into contact with hazardous materials in transportation. Therefore, in support of TSB Safety Advisory Letter 13/13 the NTSB recommends that PHMSA require shippers to sufficiently test and document the physical and chemical characteristics of hazardous materials to ensure the proper classification, packaging, and record-keeping of products offered in transportation. 
U.S. freight roads launch voluntary safety initiative targeting crude-by-rail operations
Major U.S. freight railroads and the USDOT and the rail industry are launching a safety initiative aimed at instituting new voluntary operating practices for moving crude oil by rail. Through the initiative, railroads plan to take the following steps throughout 2014:
• Perform at least one additional internal rail inspection each year above those required by new FRA regulations on mainlines used by trains moving 20 or more carloads of crude oil. They also will conduct at least two high-tech track geometry inspections each year on those mainline routes. Current federal regulations do not require comprehensive track geometry inspections.
• Equip all trains moving 20 or more carloads of crude oil with either distributed power or two-way telemetry end-of-train devices, which enable train crews to apply emergency brakes from both ends of the train to stop faster.
• Begin using the Rail Corridor Risk Management System (RCRMS) analytical tool to aid in the determination of the safest and most secure routes for trains moving 20 or more cars of crude. Developed in coordination with the U.S. Department of Homeland Security, PHMSA and FRA, the RCRMS is used by railroads in the routing of security sensitive materials. The tool takes into account 27 risk factors to help assess safety and security, including volume, trip length, population density along a route, local emergency response capability, track quality and signal systems.
• No later than July 1, 2014,  they will operate trains moving 20 or more cars of crude that include at least one older DOT-111 tank car no faster than 40 mph in the federally designated 46 high-threat urban areas. In the meantime, they will continue to operate those trains at the industry-imposed speed limit of 50 mph.
• Continue to work with communities through which crude oil trains move to address location-specific concerns.
• Begin installing additional wayside wheel bearing detectors if they are not already in place every 40 miles along tracks.
• Provide $5 million to develop a specialized crude-by-rail training and tuition assistance program for local first responders, including training in the field and at the Transportation Technology Center Inc. in Pueblo, Colorado. The funding will provide program development and tuition assistance for an estimated 1,500 first responders in 2014.
• Develop an inventory of emergency response resources for responding to the release of large amounts of crude along routes used by trains moving 20 or more cars of oil. The inventory will include locations for the staging of emergency response equipment and, where appropriate, contacts for the notification of communities. When the inventory is completed, railroads will provide the USDOT with information on the deployment of the resources and make the information available upon request to appropriate emergency responders.
Positive Train Control Program 

Positive Train Control (PTC) systems are integrated command, control, communications, and information systems for controlling train movements with safety, security, precision, and efficiency. PTC systems will improve railroad safety by significantly reducing the probability of collisions between trains, casualties to railway workers and damage to their equipment, and over speed accidents. The National Transportation Safety Board (NTSB) has named PTC as one of its "most-wanted" initiatives for national transportation safety.
One of the catalyst for PTC was the collision of a Metrolink commuter train with a Union Pacific freight train on September 12, 2008, in Los Angeles, California, which resulted in 25 deaths and over 130 injured. The accident appears to have been caused by the Metrolink engineer’s failure to respond to a stop signal, resulting in collision with the incoming freight train which had not yet entered a siding to let the commuter train pass by. The Rail Safety Improvement Act of 2008 (RSIA) required all Class I railroads (the largest) and all intercity passenger and commuter railroads to implement a PTC system by December 31, 2015, on main line track carrying either passengers or toxic inhalation hazards (TIH) materials. 

PTC systems are comprised of digital data link communications networks, continuous and accurate positioning systems such as NDGPS, on-board computers with digitized maps on locomotives and maintenance-of-way equipment, in-cab displays, throttle-brake interfaces on locomotives, wayside interface units at switches and wayside detectors, and control center computers and displays. PTC systems may also interface with tactical and strategic traffic planners, work order reporting systems, and locomotive health reporting systems. PTC systems issue movement authorities to train and maintenance-of-way crews, track the location of the trains and maintenance-of-way vehicles, have the ability to automatically enforce movement authorities, and continually update operating data systems with information on the location of trains, locomotives, cars, and crews. The remote intervention capability of PTC will permit the control center to stop a train should the locomotive crew be incapacitated. In addition to providing a greater level of safety and security, PTC systems also enable a railroad to run scheduled operations and provide improved running time, greater running time reliability, higher asset utilization, and greater track capacity. They will assist railroads in measuring and managing costs and in improving energy efficiency. 
PTC systems will be able to optimize acceleration and/or braking to minimize fuel consumption and train-handling forces. To assist crews, these systems can recommend train-handling instructions based on tonnage, track grade and curvature characteristics, allowable speed, and train-dynamic performance. Simulators can optimize operations by calculating several hundred train-handling alternatives per second and forecasting train velocity several miles in advance.

The Southern California Regional Rail Authority’s (SCRRA) Positive Train Control (PTC) program calls for installing a back-office system, replacing the current computer-aided dispatch system, installing on-board equipment on 57 cab cars and 52 locomotives, installing stop enforcement systems at 476 wayside signals, and implementing a six-county specialized communication network to link the wayside signals, trains and centralized dispatch office. 

Trucks
Truck safety has improved measurably over the past decade.  Since 2001 the numbers of truck crashes, and truck crash-related fatalities and injuries have  dropped sharply.  From 2001 to 2011 the number of truck crashes has dropped 33%, outpacing the safety improvements of other vehicles.  In this same period, the number of truck-involved fatalities has fallen by 26% and the number of truck-involved injuries has fallen by 33%.  

The California Trucking Association (CTA) has a long history of supporting truck safety initiatives and was an early proponent of mandatory drug and alcohol testing for truck drivers, a ban on radar detectors in trucks, and prohibitions on the use of hand-held mobile phones by truck drivers.  CTA  is now calling for a number of additional safety improvements such as mandatory use of devices to limit maximum truck speed and a national clearinghouse to track positive drug and alcohol test results and refusals to test.
 Weight Limits
California follows federal law by placing weight limits on trucks in order to protect pavements and bridges from damage and excessive wear and tear. Caltrans often receives requests to increase truck (or axle) weight limits, or to implement programs that would collect additional fees for compensation of overweight loads. There are several reasons for these requests. Hauling larger loads with fewer trucks can help some industries reduce transportation costs and increase efficiency. Competition and changing market conditions continue to put pressure on freight-dependent industries to lower costs and increase service quality. Transportation costs and ﬂexibility  for load size can have a signiﬁcant effect on economic sustainability, particularly for heavy/bulk commodities and highly priced sensitive goods, such as agriculture, lumber/timber, construction, etc. It’s paramount to Caltrans and to the economic vitality of the state that we maintain an efficient freight transportation system and support freight dependent industries. It is vital that decision makers and the public understand the trade-offs between economic beneﬁt and increased infrastructure costs that occur when considering increasing load limits.
Truck Enforcement Network (TENS)

This is an evolving project that is running in parallel and in coordination with the Gateway Cities Technology Plan for Goods Movement study. This project includes strategies, concepts, and layouts to truck enforcement that works for the needs of the stakeholders within the study area. This Truck Enforcement Network System (TENS) must meet the needs of the California Highway Patrol’s (CHP) daily truck enforcement facilities operations, Caltrans as overseer of the transportation system, including Truck Enforcement Facilities (TEF) design, and also the shippers, receivers, logistic and trucking industries, to safely process trucks from point to point in a timely manner. The current approach and practice of truck enforcement cannot process trucks at a rate that will match the present and future truck volume demands. The challenge is to modify and add to the existing approach of truck enforcement to meet these ever-growing truck volume demands. 
The feasibility study involved finding locations and conceptually developing permanent truck enforcement facilities and bypass screen/sort sites to process the large number of truck movements per day in the Gateway Cities subregion, plus an approach to truck enforcement that could be automated to maximize the effectiveness and efficiency of the enforcement operations. This automation piece was important to this study; it is with the intention that any permanent truck inspection facilities would be safe and not result in trucks backing up onto any adjacent freeways and city streets from these facilities. These automated functions are to safely process as many trucks as possible through an inspection, weighing, and measuring environment. In addition, there is a need to realign the truck overweight fine structure to be proportional to the damages the vehicles produce to the roadway and bridges.
Drug and Alcohol
Under the Omnibus Transportation Employee Testing Act, the Department of Transportation is required to implement Drug and Alcohol testing programs within various transportation industries. Drug and alcohol testing has been required by the FRA for railroad industry employees since 1986. The general purpose of this program is to prevent accidents and casualties in railroad operations that result from impairment of employees by alcohol and/or drugs. 
For purposes of Part 219, FRA has designated its safety-sensitive employees to be those who perform service covered under the hours of service laws (covered service).  This includes “contracted” hours of service employees and also individuals who may volunteer to perform hours of service duties for a railroad.  These generally include train and engine service employees involved in the movement of trains or engines (e.g., conductors, brakemen, switchmen, engineers, locomotive hostlers/helpers), dispatching employees who issue mandatory directives (e.g., train dispatchers, control operators), and signal employees who inspect, repair or maintain signal systems. 
Air Freight
Freight Security
Like its passengers counterpart, the airline freight industry is facing stringent security requirements. Since 2010 a new TSA regulation mandates the screening of all cargo before being loaded and  carried by air within the United States or internationally.  As part of the 9/11 Commission Act of 2007,  Congress requires that ALL cargo transported in the holds of passenger airplanes originating in the US must be screened at a level commensurate with passenger luggage.  The deadline for meeting this mandate was August 3rd, 2010, and the TSA is charged with enforcing it.  Recognizing that the problem of screening a wide variety of diverse cargos and packages is much more complicated than screening passenger baggage, and the potential bottleneck in the global supply chain that will be created if all cargo has to be screened at the airport, the TSA devised the Certified Cargo Screening Program (CCSP) as a solution.  Under the CCSP shippers, freight forwarders, logistics services providers, IAC's, independent cargo screening firms and air carriers can screen cargo and pass it along the supply chain via a secure chain of custody to the airport, where it can go directly onto the aircraft without undergoing additional screening. This approach effectively creates a distributed screening network, allowing screening to be performed at the most cost-effective point in the supply chain, mitigating the impact on system performance and thereby expediting the flow of commerce.
The CCSP is a flexible, voluntary program specifically designed to allow shippers with unique requirements to find the approach that best meets their needs.  The CCSP require airlines, freight forwarders and shippers to assume the costs of these security measures in an attempt to establish a secure air freight transport chain. This measure will likely involve additional costs, delays and disruptions, undermining the competitiveness of air cargo. Already, several freight forwarders are considering maritime shipping instead of air cargo for long distance trade or the unusual combination of air and maritime shipping.
NextGen
[image: ]The Next Generation Air Transportation System (NextGen) is a new National Airspace System due for implementation across the United States in stages between 2012 and 2025. NextGen proposes to transform America’s air traffic control system from ground-based system to a satellite-based system. GPS technology will be used to shorten routes, save time and fuel, reduce traffic delays, increase capacity, and permit controllers to monitor and manage aircraft with greater safety margins. Planes will be able to fly closer together, take more direct routes and avoid delays caused by airport “stacking” as planes wait for an open runway. To implement this, the Federal Aviation Administration (FAA) will undertake a wide-ranging transformation of the entire United States air transportation system. This transformation has the aim of reducing gridlock, both in the sky and at the airports. 
 (
NextGen
 Elements
 (FAA)
)

Once implemented, NextGen will allow pilots and dispatchers to select their own direct flight path, rather than using a grid-like highway system. By 2020, aircraft are expected to be equipped to tell pilots exactly what their location is in relation to other aircraft, enabling planes to safely fly closer together.  By providing more information to ground control and planes, planes are expected to land faster, navigate through weather better, and reduce taxi times so flights and airports themselves can run more efficiently.  

Maritime
Freight Security
Security in the maritime industry has always been a major problem. Drug smuggling, custom duty evasion, piracy, and the deployment of sub-standard vessels (higher propensity to accidents) have been some of the most important concerns. The scale and scope of these problems in maritime freight is of an even greater magnitude. The less regulated and greater international dimensions of the shipping industry in particular have made it a vulnerable to security breaches. The large number of maritime ports, the vast fleet of global shipping and the range of products carried in vessels, and the difficulty of detection has made the issue of security in shipping an extremely difficult one to address. For ports, vulnerabilities can both be exploited from the land side as well as on the maritime side. The container, which has greatly facilitated globalization, makes it extremely difficult to identify illicit and/or dangerous cargoes. Typically, containers are scanned prior to being loaded on trucks or rail cars. In the absence of scanners that can scan the entire box, manual inspection becomes a time consuming and virtually impossible task considering the large volumes involved. Hubbing compounds the problem, as large numbers of containers are required to be handled with minimum delays and inconvenience. 
In the U.S. the response was to enact the Maritime Transportation and Security Act in 2002. The basic elements of this legislation were adopted by the International Maritime Organization (IMO) in 2002 as the International Ship and Port Security code (ISPS). There are three important features of these interventions. First, is the requirement of an Automated Identity System (AIS) for all vessels between 300 and 50,000 deadweight (Tons). AIS requires vessels to have a permanently marked and visible identity number, and there must be a record maintained of its flag, port of registry and address of the registered owner. Second, each port must undertake a security assessment. This involves an assessment of its assets and facilities and an assessment of the effects of damages that might be caused. The port must then evaluate the risks, and identify its weaknesses to its physical security, communication systems, utilities etc. Third, is that all cargoes destined for the US must receive customs clearance prior to the departure of the ship. In addition, it is proposed that biometric identification for seafarers to be implemented and that national databases of sailors to be maintained. 
The ISPS code is being implemented in ports around the world. Without certification, a port would have difficulty in trading with the U.S. Security is thus becoming a factor in a port’s competitiveness. The need to comply with ISPS has become an urgent issue in ports large and small around the world. The costs of securing sites, of undertaking risk assessments, and of monitoring ships all represent an additional cost of doing business, without any commercial return. U.S. ports have been able to tap funding from the Department of Homeland Security, but foreign ports have to comply or risk the loss of business. In 2008 legislation in the U.S. required that all containers being shipped to the US to undergo screening. Foreign ports will be expected to purchase very expensive gamma-ray and x-ray scanners, and undertake screening of all U.S.-bound containers, regardless of the degree of security threat. This is a further financial and operational headache foreign ports have to contend with. Security has become an additional element in determining competitive advantage. 
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19, 2009, derailment in Cherry Valley, IL. After the Cherry Valley accident, the NTSB
issued several safety recommendations to PHMSA regarding the inadequate design
and poor performance of the DOT-111 tank cars. The recommendations include making
the tank head and shell more puncture resistant and requiring that bottom outlet valves
remain closed during accidents.

Furthermore, on January 2, 2014, PHMSA issued a safety alert addressing the
flammability characteristics of the crude oil produced from the Bakken Shale region in
the United States. When it announced the safety alert, PHMSA reinforces the
requirement to properly test, characterize, classify, and where appropriate sufficiently
degasify hazardous materials prior to and during transportation. It also stresses the
need that all potential hazards of the materials are properly characterized, and assign
the appropriate classification and packing group of crude oil shipments.

Inadequate” oil tankers rumble throug

The NTSB believes that properly classified shipments are paramount for appropriate Visit page View image

package selection, for assessment of risks to develop meaningful safety and security
plans, and for the safety of emergency responders and other individuals who may come
into contact with hazardous materials in transportation. Therefore, in support of TSB
Safety Advisory Letter 13/13 the NTSB recommends that PHMSA require shippers to
sufficiently test and document the physical and chemical characteristics of hazardous
materials to ensure the proper classification, packaging, and record-keeping of products
offered in transportation.

U.S. freight roads launch voluntary safety initiative targeting crude-by-rail
operations

Major U.S. freight railroads and the USDOT and the rail industry are launching a safety
initiative aimed at instituting new voluntary operating practices for moving crude oil by
rail. Through the initiative, railroads plan to take the following steps throughout 2014:

« Perform at least one additional internal rail inspection each year above those required
by new FRA regulations on mainlines used by trains moving 20 or more carloads of
crude oil. They also will conduct at least two high-tech track geometry inspections each
year on those mainline routes. Current federal regulations do not require
comprehensive track geometry inspections.
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NextGen

The Next Generation Air Transportation System (N is a new National Airspace
System due for implementation across the United States in stages between 2012 and
2025. NextGen proposes to transform America’s air traffic control system from ground-
based system to a satellite-based system. GPS technology will be used to shorten
routes, save time and fuel, reduce traffic delays, increase capacity, and permit
controllers to monitor and manage aircraft with greater safety margins. Planes will be
able to fly closer together, take more direct routes and avoid delays caused by airport
“stacking” as planes wait for an open runway. To implement this, the Federal Aviation
Administration (FAA) will undertake a wide-ranging transformation of the entire United
States air transportation system. This transformation has the aim of reducing gridlock,
both in the sky and at the airports.

Once implemented, NextGen will allow pilots and dispatchers to select their own direct
flight path, rather than using a grid-like highway system. By 2020, aircraft are expected
to be equipped to tell pilots exactly what their location is in relation to other aircraft,
enabling planes to safely fly closer together. By providing more information to ground
control and planes, planes are expected to land faster, navigate through weather better,
and reduce taxi times so flights and airports themselves can run more efficiently.

Maritime
Freight Security

Security in the maritime industry has always been a major problem. Drug smuggling,
custom duty evasion, piracy, and the deployment of sub-standard vessels (higher
propensity to accidents) have been some of the most important concerns. The scale
and scope of these problems in maritime freight is of an even greater magnitude.

The less regulated and greater international dimensions of the shipping industry in
particular have made it a vulnerable to security breaches. The large number of maritime
ports, the vast fleet of global shipping and the range of products carried in vessels, and
the difficulty of detection has made the issue of security in shipping an extremely difficult
one to address. For ports, vulnerabilities can both be exploited from the land side as
well as on the maritime side. The container, which has greatly facilitated globalization,
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FAA's final rule on this new identification instrumentation is here. What
should you know now and how should you prepare to be compliant?

By Bill Gunn
Contributing Writer
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Automatic dependent surveillance-broadcast (ADS-B) is a superior positioning
system ATC will use to replace radar. Planned growth for ADS-B as part of NextGen

¥ Show all downloads.,





